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1/274752/2023 Government of Jammu and Kashmir

J&K e-Governance Agency, IT Department
Civil Secretariat, J&K
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Circular

Subject: Guidelines issued by CERT-In regarding mandatory
requirement of Safe to host Certificate for hosting any
application in State Data Center.

It is submitted that J&K e-Governance Agency, Information
Technology Department vide its circular No.02-JakeGA of 2022 dated
28-03-2022 (copy enclosed) requested all the departments and their
nodal agencies to get the security audit of their websites/applications
hosted at SDC conducted from CERT-In, empaneled agencies besides
submitting same to this agency. However, it is regretfully intimated that
only few departments have got the mandatory exercise completed.

It is once again brought to you kind notice that to protect
information in cyber space, reduce vulnerabilities and minimize damage
from cyber incidents and most importantly, to protect Govt data hosted in
SDC, it is imperative that websites and applications are audited and
updated with latest security certificates on periodic basis as per the
guidelines issued by the Cert-In.

Moreover, as per IT Act, it is mandatory to have security audit of all
the application and web services done in order to be eligible for hosting in
State Data Centre (SDC)..

In view of above, it is once again requested that the security audit

of the websites/applications be got completed within 1

month from date of issuance of this circular failing which

the services will be shut from State Data Centre. It is further
informed that no further websites/applications shall be hosted at State

Data Centre without the “Safe to Host” certificate. The ‘Safe to Host’

certificate of the applications/ websites will be mandatory in order to avail

the continuous hosting services of State Data Centre.
Besides, the departments are also requested to follow the below
advisory:

e The website should be audited by the CERT-IN empanelled agencies
and it should be cleared for the security audit to be finally host on J&K Data
Centre servers. The required changes suggested in the audit report
have to be carried out by the developing agency to remove all the
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identified vulnerabilities.

The Security Audit should be done as and when any changes are made
in the source code.

It shall be ensured that all websites/applications, their respective CMS
(Content Management System), 3rd party plug-ins, codes etc., are
updated to the latest versions

All websites/applications are to be monitored on daily basis for ruling out
any security compromise.

The websites/applications integrated with any 3rd party applications or
using APIs for external communication such allow such
communications through encrypted channel only.

Further, the list of websites/applications hosted at SDC pending receipt

of safe to host certificates is attached as Annexure A and list of Cert-In
empaneled agencies attached as Annexure-B for information and
further appropriates in the matter.

In view of the sensitivity of the matter, it is requested that departmental

nodal officers may kindly be instructed to get the needful done at the
earliest. For any queries or support in this regard, Project Manager Ms.
Saima Mir  (9419065781) may be contacted by them.

\
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(Anuradha bupta) JKAS

Encls(02) Chief Executive Officer
J&K e-Governance Agency
No:JaKeGA-Tech/30/2023 Date:14.09.2023
Copy to:

1. All Financial Commissioners to the Government.

2. All Principal Secretaries Eo the Government.

3. Principal Secretary to the Hon'ble Lieutenant Governor, J&K

4. All Commissioner/Secretaries to the Government.

5. All Secretaries to the Government.

6. Private Secretary to the Chief Secretary, J&K.

7. Private Secretary to Advisor (B) to the Hon’ble Lieutenant Governor.
8. All concerned as per the enclosed list for necessary action.

9. In-charge website GAD, IT and JaKeGA for uploading this Circular on
respective Websites.

10. Office file.



Annexure A

List of Websites/Applications without Safe to Host certificates.

S.No |Website URL Department Name
1 http://drsjk.jk.gov.in Department of Rural Development and Panchayat Raj
2 http://rdd.jk.gov.in Department of Rural Development and Panchayat Raj
Department of Horiticulture, Government of Jammu and
3 https://hortijmu.jk.gov.in Kashmir
Department of School Education, Government of Jammu and
4 https://rmsa.jk.gov.in Kashmir
Department of School Education, Government of Jammu and
5 https://ssa.jk.gov.in Kashmir
Directorate Of Audit and Inspection, Government of Jammu and
6 https://jkdai.jk.gov.in Kashmir
Department of Culture Development, Government of Jammu
7 https://culture.jk.gov.in and Kashmir
https://spsardd.jk.gov.in Department of Rural Development, Government of Jammu and
8 Kashmir
https://dirhandicraftshandloomjmu.jk.g
9 ov.in/ Department of Handicrafts & Handloom, Jammu
10 https://mining.jk.gov.in Department of Mining, Government of Jammu and Kashmir
11 https://datjammu.jk.gov.in Department of Finance, Accounts and Treasuries, Jammu
12 https://lccms.jk.gov.in Department of Labour, Government of Jammu and Kashmir
13 https://jandktourism.jk.gov.in Department of Tourism, Government of Jammu and Kashmir
Department of Agriculture Production and Farmers Welfare,
14 https://agriculture.jk.gov.in/ Government of Jammu and Kashmir
Department of Planning Development and Monitoring,
15 https://pdmd.jk.gov.in/ Government of Jammu and Kashmir
Department of Fire and Emergency Services, Government of
16 https://fireandemergency.jk.gov.in Jammu and Kashmir
Department of ARI & Training, Government of Jammu and
17 https://gps.jk.gov.in Kashmir
18 https://igr.jk.gov.in Department of Registration, Government of Jammu & Kashmir
Department of Industries & commerce, Government of Jammu &
19 https://invest.jk.gov.in/ Kashmir (J&K Trade Promotion organization)
Department of ARI & Training, Government of Jammu and
20 https://rgp.jk.gov.in Kashmir
21 https://jktourism.jk.gov.in Department of Tourism, Government of Jammu and Kashmir
Department of Information & technology, Government of
22 https://elibrary.jk.gov.in Jammu and Kashmir
Department of Revenue, Revenue Court Cases Monitoring
System,
23 https://rccms.jk.gov.in Government of Jammu and Kashmir
Department of Rural Development and Panchayat Raj,
24 http://rdd.jk.gov.in Government of Jammu and Kashmir




Department of Science & Technology, Government of Jammu

25 http://jakeda.jk.gov.in and Kashmir
26 http://tpojammu.jk.gov.in Department of Town Planning organization, Jammu
27 http://ssdi.jk.gov.in Department of Housing & Urban development
Office of Resident Commissioner, Government of Jammu and
28 http://rcdelhi.jk.gov.in Kashmir
29 http://kashmirpolice.jk.gov.in/ Department of Police, Government of Jammu and Kashmir
30 https://landrecords.jk.gov.in Department of revenue, Government of Jammu and Kashmir
Department of Information & Technology,Government of Jammu
31 http://empseva.jk.gov.in and Kashmir
Department of Housing & Urban development,Government of
32 http://jda.jk.gov.in Jammu and Kashmir
Department of Anti Corruption Bureau, Government of Jammu
33 https://jkacb.jk.gov.in/ and Kashmir
Department of Anti Corruption Bureau, Government of Jammu
34 http://acb.jk.gov.in / and Kashmir
Department of Information and Public Relations, Government of
35 http://jkdirinf.jk.gov.in Jammu and Kashmir
36 http://jkpwdrb.jk.gov.in Department of Public works, Government of Jammu and Kashmir
37 https://rddinventory.jk.gov.in Department of Rural Development and Panchayati Raj
38 https://ngdrs.jk.gov.in/ Department of Registration, Government of Jammu and Kashmir
39 http://jannigrani.jk.gov.in Department of Finance, Government of Jammu and Kashmir
40 https://missionyouth.jk.gov.in/ Department of Finance, Government of Jammu and Kashmir
Office of Deputy commissioner Budgam, Government of Jammu
41 https://budgam.jk.gov.in and Kashmir
42 https://jkpwdoms.jk.gov.in Department of Public works, Government of Jammu and Kashmir
Department of Housing & Urban development,Government of
43 https://sdasrinagar.jk.gov.in Jammu and Kashmir
Department of Housing & Urban development,Government of
44 https://backendsdasrinagar.jk.gov.in Jammu and Kashmir
Department of Information and Public Relations,Government of
45 https://jkfilm.jk.gov.in Jammu and Kashmir
Department of Disaster Management, Relief, Rehablitation and
46 https://kashmirmigrantsip.jk.gov.in Reconstruction,Government of Jammu and Kashmir
Department of Horticulture Produce Marketing & Processing
47 https://jkhpmc.jk.gov.in Corporation,Government of Jammu and Kashmir
Department of Horticulture Produce Marketing & Processing
48 https://backendjkhpmc.jk.gov.in Corporation,Government of Jammu and Kashmir
Department of Health & Medical Education, Government of
49 https://hme.jk.gov.in/ Jammu and Kashmir
Department of Information & Technology, Government of
50 https://umeedshglivelihoods.jk.gov.in/ [Jammu and Kashmir




51 http://cid.jk.gov.in Department of Police, Government of Jammu and Kashmir
Department of General administration, Government of Jammu
52 https://prs.jk.gov.in and Kashmir
Office of District Administration Bandipora , Government of
53 https://bandipore.jk.gov.in Jammu and Kashmir
Department of Real Estate Regulation and Development,
54 http://rera.jk.gov.in Government of Jammu and Kashmir
Department of Food, Civil Supplies and Consumer Affairs,
55 http://epos.jk.gov.in Government of Jammu and Kashmir
Department of Food, Civil Supplies and Consumer Affairs,
56 http://eposservice.jk.gov.in Government of Jammu and Kashmir
57 https://rccms.jk.gov.in Department of revenue, Government of Jammu and Kashmir
Department of Information & Technology, Government of
58 https://translationjkapp.jk.gov.in/ Jammu and Kashmir
Employee Performance Monitoring Portal (EPM), general
59 https://epm.jk.gov.in administration department
Department of School Education, Government of Jammu and
60 https://talaash.jk.gov.in/ Kashmir
Department of Information & Technology, Government of
61 https://elibrary.jk.gov.in Jammu and Kashmir
Department of Power & Development, Government of Jammu
62 https://pddtransfer.jk.gov.in and Kashmir
Department of ARI, Trainings & Grievances, Government of
63 https://medicalmigration.jk.gov.in/ Jammu & Kashmir
Department of J&K Evacuees' Property, Government of Jammu &
64 https://jkcustodian.jk.gov.in/ Kashmir
Department of Information & Technology, Government of
65 https://eunnat.jk.gov.in Jammu and Kashmir
Department of School Education, Government of Jammu and
66 https://steer.jk.gov.in/ Kashmir
Department of Geology and Mining, Government of Jammu and
67 https://geologymining.jk.gov.in Kashmir
Department of Information & Technology, Government of
68 https://digitalweek.jk.gov.in/ Jammu and Kashmir
Department of Information & Technology, Government of
69 https://cmsdw.jk.gov.in/ Jammu and Kashmir
Department of Health & Medical Education, Government of
70 https://esahaj.jk.gov.in. Jammu and Kashmir
Department of Disaster Management, Relief, Rehabilitation &
71 http://dmrrr.jk.gov.in Reconstruction, Government of Jammu and Kashmir
Department of General Administration Department, Civil
72 https://hrms.jk.gov.in/ Secretrait, Government of Jammu and Kashmir
Department of Law, Justice And Parliamentary Affair,
73 https://jklawcfp.jk.gov.in/ Government of Jammu And Kashmir
Department of General Administration Department, Civil
74 https://ras.jk.gov.in/ Secretrait, Government of Jammu and Kashmir
75 https://jalsunwayi.jk.gov.in/jalshakti Department of Jal Shakti, Government of Jammu & Kashmir




Department of Handicrafts & Handloom, Government of Jammu

76 https://dohh.jk.gov.in/ and Kashmir

Department of Social Welfare, Government of Jammu and
77 https://swemlatlong.jk.gov.in Kashmir

Department of Social Welfare, Government of Jammu and
78 https://swem.jk.gov.in. Kashmir

Department of Urban Local Bodies, Government of Jammu and
79 https://ulbjammu.jk.gov.in/ Kashmir

Department of Information & Technology, Government of
80 https://jkgss.jk.gov.in Jammu and Kashmir

Department of Information & Technology, Government of
81 https://aas.jk.gov.in Jammu and Kashmir
82 https://jkfpf.jk.gov.in/ Department of Forest, Government of Jammu and Kashmir

Department of Information & Technology, Government of
83 https://tejas.jk.gov.in/ Jammu and Kashmir

Department of Agriculture Production, Government of Jammu
84 kisansathi.jk.gov.in and Kashmir

Department of Agriculture Production, Government of Jammu
85 dakshkisan.jk.gov.in and Kashmir

Department of Agriculture Production, Government of Jammu
86 kisankosh.jk.gov.in and Kashmir
87 https://survey-hadp.jk.gov.in Department of Agriculture, Government of Jammu and Kashmir

Department of Higher education, Government of Jammu and
88 https://uricollege.jk.gov.in/ Kashmir

Department of Information & Technology, Government of
89 https://eunnatdashboard.jk.gov.in/ Jammu and Kashmir

Department of General Administration Department, Civil
90 https://rda.jk.gov.in/Main/Default.aspx |Secretrait, Government of Jammu and Kashmir

Department of Information & Technology, Government of
91 https://mobiledost.jk.gov.in Jammu and Kashmir

Department of Planning development & Monitoring,
92 https://apdp.jk.gov.in/ Government of Jammu and Kashmir

Department of Information & Technology, Government of
93 https://ams.jk.gov.in Jammu and Kashmir

Department of General Administration Department, Grievance
94 https://grievance.ladakh.gov.in portal for UT Ladakh

Office of District Administration Doda, Government of Jammu
95 https://doda.jk.gov.in and Kashmir
96 https://paysys.gov.in Department of Finance, Government of Jammu and Kashmir
97 https://beamsjk.gov.in Department of Finance, Government of Jammu and Kashmir
98 https://ikocmms.nic.in J&K Pollution control Committee

Department of Health & Medical Education, Government of
99 https://gmcdoda.jk.gov.in Jammu and Kashmir

Department of Health & Medical Education, Government of
100 https://ilnm.jk.gov.in Jammu and Kashmir
101 https://eabagari.ladakh.gov.in Department of Excise, Government of Jammu and Kashmir




Department of Science and Technology, Government of Jammu

102 https://jkstic.jk.gov.in and Kashmir
103 https://sarkarizameen.jk.gov.in Department of Revenue, Government of Jammu and Kashmir
104 https://lg.ladakh.gov.in Department of Information & Public Relation, Ladakh

Department of Health & Medical Education, Government of
105 https://dhb.jk.gov.in Jammu and Kashmir
106 https://shopian.jk.gov.in Office of District Administration, Shopian

Department of School education, Government of Jammu and
107 https://steer.jk.gov.in Kashmir
108 https://campa.jk.gov.in Department of Forest, Government of Jammu and Kashmir
109 https://nielit.jk.gov.in NIELIT, Government of Jammu and Kashmir
110 https://jkpapp.in Department of Police, Government of Jammu and Kashmir
111 https://ngdrs.ladakh.gov.in Department of Information & Technology, Ladakh

Litigation Management System, Government of Jammu and
112 http://jklms.jk.gov.in Kashmir
113 https://eservices.jk.gov.in Office of LG, Government of Jammu and Kashmir
114 https://samadhan.jk.gov.in Office of the Deputy Commissioner Jammu
115 https://jakfed.jk.gov.in J&K Cooperative Supply and Marketing Federation Ltd.
116 https://rc.jk.gov.in Resident Commissioner J&K, New Delhi

Department of Estate, Civil Secretrait, Government of Jammu
117 http://estates.jk.gov.in and Kashmir

Northern Zonal Accountacy Training Institute, Jammu Finance
118 https://nzati.jk.gov.in/ Department
119 http://wfts.jk.gov.in Government of Jammu and Kashmir, Civil Sectt, Srinagar/Jammu
120 http://ridesafe.jk.gov.in/ Department of Transport, Government of Jammu and Kashmir

Department of Monitoring & Development, Government of
121 http://mmijhs.jk.gov.in./ Jammu and Kashmir

Department of Information & Technology, Government of
122 https://awaaz.jk.gov.in/ Jammu and Kashmir

Department of Information & Technology, Government of
123 https://umeedshglivelihoods.jk.gov.in/ [Jammu and Kashmir

Department of Power Development, Government of Jammu and
124 https://pddtransfer.jk.gov.in Kashmir

Department of Science and Technology Department,
125 https://pmkapi.jk.gov.in Government of Jammu and Kashmir

Department of School Education, Government of Jammu and
126 https://steer.jk.gov.in/ Kashmir

Department of Information & Technology, Government of
127 https://cmsdw.jk.gov.in/ Jammu and Kashmir

Department of Health & Medical Education, Government of
128 https://esahaj.jk.gov.in. Jammu and Kashmir
129 https://myjammu.jk.gov.in Jammu Municipal Corporation
130 https://jkapp.jk.gov.in/ Office of LG, Government of Jammu and Kashmir
131 https://tribalaffairs.jk.gov.in Department of Tribal Affairs, Government of Jammu and Kashmir

Department of Animal & Sheep husbandry, Government of
132 https://sspdb.jk.gov.in Jammu and Kashmir




Department of General Administration Department, Civil

133 https://gadvcs.jk.gov.in Secretrait, Government of Jammu and Kashmir
134 https://horticulture.jk.gov.in Department of Horticulture, Government of Jammu and Kashmir
135 https://jksfc.jk.gov.in Department of Forest, Government of Jammu and Kashmir
136 https://revenueministry.jk.gov.in Department of Revenue, Government of Jammu and Kashmir
Department of Social Welfare, Government of Jammu and
137 https://scw.jk.gov.in Kashmir
138 https://dfj.jk.gov.in Department of Floriculture, Government of Jammu and Kashmir
139 https://jaksfc.jk.gov.in State Financial Corporation, Govt of Jammu and Kashmir
140 https://biodiversity.jk.gov.in Department of Forest, Government of Jammu and Kashmir
Government of Jammu and Kashmir, Civil Secretariat,
141 https://ehrms.jk.gov.in Srinagar/Jammu
Department of Information & Technology, Government of
142 https://esigngw.jk.gov.in. Jammu and Kashmir
Department of Housing & Urban, Government of Jammu and
143 http://jkhousingboard.jk.gov.in/JKGOV/ |Kashmir
Department of Agriculture Production, Government of Jammu
144 https://hadp.jk.gov.in and Kashmir
Office of District administration Budgam, Government of Jammu
145 https://testbudgam.jk.gov.in and Kashmir
146 http://jkaacl.jk.gov.in. JK Academy of Art and Language deptt. Srinagar
147 http://backendmissionyouth.jk.gov.in/ |Department of Finance, Government of Jammu and Kashmir
148 http://utanalytics.jk.gov.in Office of LG, Government of Jammu and Kashmir
Department of Rural Development, Government of Jammu and
149 http://jkumeed.jk.gov.in Kashmir
Department of Information and Public Relations, Government of
150 https://ikdirinf.jk.gov.in/ Jammu and Kashmir
Office of District Administration Reasi, Government of Jammu
151 http://dbcreasi.jk.gov.in and Kashmir






